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As qualitative researchers in the new millenium, we have access to a wide range of new technologies with which to collect, analyze, manage, and report our data, as well as new forms of data to collect for analysis. The digitization of audio, video, and photographic data now makes it possible for us to create, process, and analyze this data in new and different ways, often allowing us to use these as more than just tools for data collection, but also as sources of data in and of themselves.  In addition, the growth of the Internet provides us with not only new ways to collect qualitative data, but new settings in which to collect it.  Today, computer assisted qualitative data analysis software (CAQDAS) such as NVivo7 provides powerful data analysis and management tools, that can also aid in data collection, theory building, and data representation and reporting.  However, it is rare that the implications for these new technologies are scrutinized—especially as they relate to ethics, technology, and our research.  We argue these tools demand that we reconsider the ethics of the research process, from beginning to end, from conceptualizing the questions to reporting the results.  Issues such as confidentiality, validity, and rapport may surface and must be considered in ways that may be quite different than we had approached them in the past.  As technologies continue to evolve, often in response to our demands as researchers, new features and functions appear.  We need to understand not only how to use these, but also what they mean for us ethically as we engage in our research and with our research participants.  


More often than not, those who use CAQDAS consider how these tools can: help us efficiently store, manage, and retrieve large quantities of data; add more rigor and transparency to data analysis and the research process; or allow multiple researchers to work effectively on the same project.  Rarely discussed in the literature is how these new tools may influence the ethical enactment of our research, and the new ethical considerations that may need to emerge.  For example, it is relatively easy today to incorporate digital photographic and video data into CAQDAS, which can then be used for analysis and representational purposes.  What does this mean for confidentiality of participants and our commitments to them?  While it is true that for many years we have had the ability to utilize photographs and even videos in our work, the ease with which this data can now be collected, manipulated, and analyzed (in new and different ways than before) means that there are also new questions that arise about the collection and use of that data.  This paper explores some of the ethical tensions and dilemmas that we see arising from the use of software in our work, as well as how these ethical tensions and dilemmas are rooted in current calls for greater rigor and scientifically based research practices.  We believe using strong software packages, like NVivo 7 can in fact help us add rigor to our research and reporting, we also believe we must begin to reflect on the ethical questions it raises as well.
First Position: Some Initial Considerations
I was recently asked, for the first time, to appear before the Institutional Review Board at my university to defend a research proposal I had submitted.  Below is a synopsis of the conversation.

Review Board (RB): We're a little concerned about confidentiality and anonymity in the study and would like some more information about several of the things in your proposal.  Specifically, given that you will be using video to collect data, how can you insure anonymity?  We're especially concerned because in your statements about data analysis you talk about a software program that will let you link directly back to the data.  This seems to pose strong ethical dilemmas regarding anonymity and your ability to protect human subjects.  How will, or can, you mitigate for this?


SSP:  Only those with access to the software and the program will have access to the data and to the links to video and audio data.  For many years, researchers have used technology to gather audio, video, and photographic data.


RB: Yes, but before that was usually stored in paper files or on separate discs or tapes which would have been less attractive to thieves for example, and more difficult to access.  Now you're saying that all this is on your computer and linked directly to the program and your analysis.  What if it is stolen, lost, or broken into, what implications does this have for protection of your participants?  

SSP:  Researchers of all kinds have used computers for many years in their research, and there has always been the potential for theft.


RB:  Yes, but now you have audio and video data there, along with the ability to link participant demographics directly back to it.  This seems new.  In addition, will you ask for consent from your participants to use actual video and audio in presentations and publications, and even if you do, we are not convinced that this is ethically responsible practice since it seems an open violation of any attempt to provide for confidentiality and anonymity.  
SSP:  Yes, consent is already designed to ask for use of audio and video in presentation of results other than in the community in which the research occurred.  However, I recognize the potential this has to expose participants and will consider any such use carefully. 

RB:  We appreciate that but still have concerns about violations.  You also talk about your coding as well as your visuals being able to link directly back to data.  Does this have the potential to violate protection?  It seems to us there are more questions here than answers regarding the use of software for data analysis and management.
This story exemplifies some of the current dilemmas and tensions we face surrounding the increased use of technology, including software such as NVivo 7, as we attempt to engage in ethical research practices.  These dilemmas and tensions seem to encompass both procedural ethics and ethics in practice issues (Guillemin & Gillam, 2004), as highlighted by the above interaction.  As researchers, we certainly need to consider procedural issues that will arise as we apply for project approval and defend our practices, as evidenced in the above vignette.  However, perhaps even more importantly, we need to consider the issues that might arise in the field, or "ethics in practice" as Guillemin and Gillam (2004) refer to them.  However, more often than not ethical issues are not discussed in the literature.  In a review of literature for this paper, out of 275 articles dealing with software and qualitative research, only 7 mentioned ethics or ethical considerations in their discussions.  Clearly, we have not begun to recognize the ways in which our use of software may influence our ethical choices or considerations, nor how we may have to reconsider some of these.

Research by Fielding and Lee (2002) demonstrates that many newer users of Computer Aided Qualitative Data Analysis Software (CAQDAS) have little experience with social science research and with qualitative methods.  Thus, their training does little to prepare them for making ethical decisions about their research practices.  This is especially problematic given the need to even more carefully consider our ethical practices in light of new technologies and capabilities.  In addition, as Fielding and Lee (2002) and MacMillan and Koenig (2004) highlight, more and more students and younger researchers are using software in their research.  One of the assumptions is that research will automatically be improved through the use of software and there is little discussion or reflection on how the software may influence the research—methodologically, analytically, or ethically.  Often, the focus is on practical concerns (the size and volume of data or on data management), and very little attention is paid to theoretical or ethical issues that arise from the use of software.  In many instances, the software becomes the methodology, and students have little ability to discern between the technical resource they are utilizing and an analytic approach, that while it might be enhanced by the use of the software, is different than the software.  

These situations seem to be exacerbated by current training in qualitative research where software implications and considerations are often not integrated into our teaching.  More often than not attention to software and its relationship to qualitative research is taught as an add-on chapter, unit, or class and not integrated into discussions about qualitative and fieldwork methods in general.  When this is the case, we come to believe the decision to utilize software or other technology does not have an impact on design, analysis, or ethics in our research.  Thus, neither procedural ethics nor ethics in practice are addressed in relationship to the technology.
Rigor, Ethics, and Technology: Defining the Tension


Today, some of the ethical dilemmas and tensions surrounding our use of technology and software in the research process stem from increased calls for rigor and scientifically based research practices, such as those recently articulated by the American Educational Research Association (AERA).  In part, the new AERA Standards for Reporting Empirical Social Science Research call for qualitative studies to more intensively and comprehensively detail sources of evidence and analytic classification schemes, using concrete examples from the data to illustrate them.  In addition, in order to provide for generalizability, the Standards call for more evidence about populations and samples, with specific description of the phenomena or case in sufficient detail so that readers may draw appropriate comparisons to their own populations.  Specifics of the site, participants, contexts, activities, and other details are expected in order to increase generalizability.  While these practices may in fact contribute to more rigorous research practices (only however if researchers attend to them before engaging in the research) and potentially to generalizability, they also pose ethical questions and dilemmas for us as well.  Many of these are meant to enhance the trustworthiness of the study by providing for transparency in the research process and product.  And many of these will be greatly facilitated by tools such as NVivo7.  However, exposure of research site and participants also seems greatly at risk through such processes, especially when considered in light of the capacities of NVivo7 and other software.  Below, we highlight some of the questions that arise for us as researchers using these new tools.
1. Some of the most powerful tools that programs like NVivo7 provide, such as being able to take a quote and link directly back to the transcript data, mean we need to be conscious of who has access to the data, who knows pseudonyms used in the transcripts, etc.  It is no longer about abstracted pieces of data to support claims, rather it is becoming increasingly easy to find where and from whom that data came.

2. When people talk about qualitative research, they often talk about "hearing" the voices of the participants and how this provides them with a heightened sense connection to them and to the project, as well as perhaps a greater sense of the trustworthiness of the data.  However, hearing actual voices (or for that matter seeing actual images of participants) provides a more "precise" and perhaps "truer" portrayal than do transcripts, in part because so much meaning is conveyed in tones, pauses, non-verbal cues, other forms of vocal and visual expression.  However, what does the use of these "real" data, rather than the abstracted transcripts usually used in qualitative work, mean for confidentiality and anonymity?  What if participants agree to allow us to use these, but institutional review boards do not?  
3. Related to the point above is the way in which power and control over and within research gets labeled as "protection," and how power and control operate to create such protection.  For example, it is the researcher, the person in power, who has the ability to frame the ways in which participants are protected (or not).  But also, the researcher is expected to provide such protection, and in some ways, is controlled as well through standards and procedures that require specific forms of consent and protection.  

4. Calls for greater clarity and transparency of methodological choices and decisions abound in standards that call for greater rigor.  However, these too may potentially put participants at greater risk of exposure, especially if they are tracked within a database that links personal and demographic information with data from those participants (as we are now able to do with NVivo 7 for example).  

5. The ways in which technology and software allow greater access to the data, not only to and for the researcher, but to others as well, provides another potential tension.  The digitization of data (whether it is transcripts, audio or video files, or databases) makes this information easier to send, share, and copy but also easier to access for those who do not officially have permission to see files and data.  Whether because a laptop is stolen or because multiple researchers have access to files, the potential for abuse of privilege is higher than ever.
6. This relates to another point about who "owns" the data, something that has always been a tension in qualitative work.  If a funding agency believes they "own" data produced from a project, it may be muche easier for them today to access and manipulate it.  This has to do with where data is housed, which is typically electronically.  It was much more cumbersome and difficult when using paper and shoeboxes to think about housing the volumes of data produced in qualitative work.  However today entire project can be on a laptop, perhaps even on a flash drive.  This means easier manipulability and transfer of data, but also other concerns about access and ownership.  

7. AERA's standards in particular call for sufficient detail and description about population, sample, site, participants, contexts, activities, and methodological decisions about data collection and analysis.  Such specificity may increase generalizability by establishing relevant characteristics and boundaries of study, but it is also more revealing about the site and participants than either quantitative research or qualitative research in which fewer specifics are provided.  

8. Sometimes, issues of ownership and greater specificity in description combine to work against qualitative researchers who hope to engage in praxis oriented practice.  It is difficult to provide information and results from the study to participants if there is a fear about breaches in confidentiality.  Will we be able to engage in collaborative and praxis oriented work with new technologies that allow us to describe and portray our work with greater levels of detail and depiction?
9. Visual representations and reporting of data and findings also become problematic, in part because we once again are able to link directly back to data so quickly and easily.  And this data may contain telling information about participants and research site, whether through visual, audio, or descriptive clues.  
10. The above point also relates to the expanded opportunities we now have for presentation and distribution of our findings, whether that is through publication or presentation.  We now have the capacity to easily incorporate visual and audio data into power point slides, include databases and relevant websites into our work.  While all of these may provide rich detail and enhance rigor, they also provide greater opportunity for exposure.  

The standards, and all of the ways in which tools like NVivo7 help us attend to them, help us insure quality work in qualitative research, and thus weed out weak or non-rigorous work.  However, in addition to exposing "bad" research, we must also question what they imply for "good" research and the relationships good researchers construct with research sites and participants.  While they may provide tools for increasing our ability to engage in quality work, enhancing our capacity to provide rigor and trustworthiness in our methods and reporting, and interacting in different ways with our participants, they also have serious implications for our ethical practice.  These implications need to be considered from the outset as we consider purpose and design or both procedural ethics and ethics in practice may come
Conclusion
As we move from manual to more technologically advanced processes with our research, increased familiarity with and new attitudes toward these technologies will emerge.  It is clear that these technologies are now becoming more accepted and trusted in the research community, although their use continues to be contested by some.  In order for these new technologies to become more widely accepted and trusted, we must become familiar with them, and with all of the issues that they raise, including ethical ones.  Their role must shift from being just a handy storage and retrieval device to a fully integrated component of research project that is in place from the design stage—which means considering all of the potential ways they can have an impact on our projects.  
In previous years, the widespread use of tape recorders did not prompt many researchers to use audio clips from their data in presentation and publication, nor to archive the recordings.  Most published their findings only as text versions.  Retaining the rich multimedia data we now have access to, such as audio and video digital recordings, especially when these can easily and directly be linked back to data, raise ethical issues around anonymity, confidentiality, ownership, and rigor.  What will it mean to archive these original digitized recordings?  What will it mean to link directly back to data, or to use video and audio from our data?  How do increased calls for rigor affect our ethical practice and relationships to and with participants?  These questions and more demand that we be vigilant and reflective about these new tools and the ways in which they influence not only our methodological practice, but also our ethical practice.
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